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Executive Summary

|  Overview
A survey was commissioned in August 2022 by Axiad to learn more about the authentication challenges that 
are currently being faced by security and IT professionals. A total of 252 executives (Director and above) 
working at organizations of 2,500 or more employees – across a broad cross section of sectors – was 
completed by a third-party survey consultancy. Below are some of the top observations from this study. 

Underpinning this internal complexity are several external factors 
that make authentication even more challenging as well. For 
instance, more than half of organizations (54%) must comply with 
four or more regulatory requirements that can have an impact on 
how an organization must authenticate.
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Organizations are 
Struggling with 
Authentication Due to 
Underlying Complexity

Say they are overwhelmed 
by the complexity of their 
authentication systems

Many Different Identity 
Types to Secure

79% 

68% 

said people were 
critical to secure

said machines 
are critical

Numerous Authentication 
Practices in Use

89% 

60% 

use 3 or more 
authentication methods

use more 
than 5

Several IAM Ecosystems 
Already in Place

70% 

52% 

have 3 or more IAM 
ecosystems in use

have 4 or more

83% 

46% 

said they have 2 operating 
systems in place

said they 
have 3

70% 
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